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Kinh giii:
- C6c don vi chuyOn tr6ch vd CNT'I-, A|TT Vnn phdng Trung

uor.rg Ering, V[n phdng Chri tich mr6c, VEn phdng Qu6c h6i,

Vdn phdng Chinh pht;
- Cdc don r i chuyen trdch \; CNT I cdc I3o. Nyarl.:

- Ctic don vi thuoc Bo Thong rir r a lruyin rhong:

- Cic So I hong rin r a TruS in rhorg:

- C6c T{p dodn kinh t6; T6ng c6ng ty nh?i nu6c; Til chuc tai

chinh vd ngdn hdng; C6c doanh nghi6p ha ling Inteuet, Vien

th6ng, Ei6n luc, Hdng kh6ng, Giao th6ng vin rii.

Ngdy 14 th6ng 4 n m 2077, nl.r6m tin t;.c c6 1On goi Shadow Brokcrs

tuy6n b6 da d6nh c6p duoc m6t b6 c6ng cu girin cli€p tdn c6ng h6 thdng niim
khai th6c dii lieu cria Co quan A:r ninh mang qu5c gia l.toa Kj, (NSA). Do kh6ng

dat duoc th6a thuan vd tii chinh d6 denh d6i b6 c6ng ou, nhdnL rin 1ic Shadow

Brokers dd tung 16n mang th6ng qua website chuyEn vd nra ngudn r.r.id Github.

86 c6ng cu bao gdm c6c chuong trinh nhi phdn da duo-c bi€n dich de khai rhac

bAt klL hC th6ng ndo srl dung c6c phi0n bin cija h€ di6u hdnl.r Windows (rnr

Windows 10 vd Windou,s Server.2016) th6ng qua c6c 16 h6ng chua duo-c l<hai

th6c. Muc ti6u cira c6c c6ng cu t6n c6ng ndy nhim vdo c6c t6 chiLc tiCn t.;, ngin
hang I6n, ph6n d0ng c6 tru sd tai khu vuc Trung D6ng nhu llAll, Kuwait, eatar,
Palestine vd Yemen. Theo b6o c6o d6n1.r gi6 cira c6c chuyOn gia an todn thdng tin
mang cho th6y didu r.rdy c6 gAy ra nguy co rnat an Loar thc,ng tin tr.dn di€n r6ng

da qu6c gia, trong d6 c6 ViCt Nam.

Thuc hi€n th6ng tu s6. ZllZOt:llt-8.n,f1. ngdy 04/10/2011 cira it6
'fh6ng tin vd'I-ruydn thdng quy dinh vd diCu phOi c6c l.roat cl6ng rin-e cuu su c5
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mAng Intemet ViCt Nam, nhim ng6n ch6n su l6y lan vri gi6m tfu6u rui ro cho c6c

dol vi ndm giii h6 thi5ng rh6ng tin quan tuong, don vi vd doanl.r nghidp sir dung

giao dich thani to6n truc tuy6n vd. ngudi dimg Intemet, Tru.rg tdm VNCERT y€u

cAu c6c co cluan, doanh nghi6p cAn chir 1i vd ting cudng c6ng t6c b6o d6Lm an

todn th6lrg tin mang d6 phong ngira su ci5 c6 th6 xiy ra.

C{c phuong thrlc tin c6ng khai th6c dir li6u hQ th6ng tluqc ttua ra
nhtr saD:

M6t trong c6c cdng cu I{acking duoc c6ng b6 goi ld Etemalromance. chfra

m6t giao dien d6 su dung vd khai th6c h6 th6ng Window th6ng qua cdc c6ng

TCP 445 vir i39. C6c i5 h6ng cia h6 di€u hdnh Window duoc c6ng b6 gdm:

EternalBlue (MS17-01 0), EmeraldTtuead (MS10-06), EtemalChampion (CVE_

2017-0116 vd CVE-2017-0147), ErraricGopher (15 h6ng tr6n Windows Vista -

kh6ng duo-c h5 uo), EsikmoRoll (I4S14-068), EtemalRomance (MS17_010),

EducaledScholar. (MS09-050), Eternalsynergy (MS 17-010), Eclipsed \Ving

(MS08-067).

B0n canh d6, nh6m tin t[c Shardorv Brokers cdn khai thdc i5 h6ng zero_

day (CVE-2016-6366) ExtraBacon qua giao thfc SNMp - giao thtc tdng img

du.rg trong ph0n m6m Cisco ASA cho ph6p tin t6c khOng cAn x6c thuc tii xa d€

hhdi d6ng lai h6 thiing hoic thuc thi md tiy j, tu d6 chi6m quydn kitim so6t thi6t

bi. N46t hdlrn vi tdn c6ng hO th5ng cua Cisco cing ducrc khai thric th6ng qua t0p

tin giii mi luu luong mang ri6ng ao (\?N) Cisco pfX vd cAy md d6c vdo bo

mach chu firmware nhim che d6u hdnh vi vd x6a ddu v6t.

D6 phdng tr{nh c{c rii ro mit an toin thring tin mang li6n quan tl6n

cic c6ng cu tin c6ng cia nh6m tin t{c Shardow Broker altra ra, Trung tim
VNCEI{T khuy6n c:io c{c rlon vi, doanh nghiQp sir dlrng cic bi6n ph{p sau:

- D6i v6i hC th6ng srt dung h€ didu hdnh Windows (tir Windows Seruer

2000 t6i Windows Server 2012, Windows XP, Windows Vista, Mndows 7,

Windou,s 8,. . .) nnann ch6ng rd so6t vd cAp nhAt c6c bdn v6 l6i duoc cinh b6o

1r0r'r tai u''ebsite chinh thirc cira Mircosoft;



- O5i v6i he thOng sri dung c6c thiiit bi crla Cisco, cAp nh6t cac ban v6 l;i
Ii6n quan d6n 15 hOng zero - day (CVE-2016-6366). De bao vC clft li6u an todn,

m6y tinh n6n duo. c bdo v6 ding sau Router hoEc llirewalls. liang bi cdc h6 th5ng

phdng ch5ng t5n c6ng mang nhu IPS/IDS, Firewalls...;

- C{p nhat phi6n bdn m6i nh6t cria c6c cl.ruong lrinh di6t Mr us dd phat

hi6n vd xu ly c6c md thuc thi do tin tdc t6.n c6ng vdo hE th6ng;

- Thgc hi6n sao luu dti 1i0u dinh kj,: Sri dung c6o 6 dia luu trli ngoii nhu o

cimg c6m ngodi, 6 dia USB d6 luu trt c6c dil 1i6u quan lrong lrong m6y tinh.

Sau khi sao luu xong dua ra cAt gili riOng vd khOng k6t niii vdo intcrnct.

D6 giip c6c co quan chirc ndng theo di3i, phAn tich vi hip thd.i ph6n irng

nhan}r v6i c6c phuong thric t6n c6ng m6i, ngay kl.ri phdt hiCn su c6 vi kh0ng c6

nna nang xu ly tnong bao ngay \e:

Oiu m6i Uidu phiii ring criu sg c6 qui5c gia:

Trung tim Ung ciru khAn c6p m6y tinh ViOr Nam - VNCERT

- Dia chi: Tdng 5, lda nld 115 Trdn Duy llung, CAu Gi6y, lliN6i;
- Di6n thoai: 043640 4423 sii m6y 16 1i2;

- Dudng dAy n6ng: 0934 424 009;

- Honr rhu di.;n rLr ri€p nidn bdo cdo su e o: r@r ncer,.qor.r r.

TrAn trong./.

Noi nhQn:
- L\f u tren;
- 86 tru6rg (d6 b/c):
- liru tr'-ong Ng-1in lnanh HrnB(de b c,.
- Cuc ATTT, Cuc BDTW. \ I.{IC. NEAC:
- Gi6rn d6c (dd b/c);
- Cdc phdrg, CN;
- Luu V! EPUC.
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