UY BAN NHAN DAN  CONG HOA XA HQI CHU NGHIA VIET NAM

TINH LAI CHAU Péc 1ap - Tu do - Hanh phiic
S6: 1180 /QP-UBND Lai Chau, ngay 7/ thang 6 nam 2026
QUYET PINH

Ban hanh Quy dinh ha ting mang ndi b (LAN) tai cac x4, phwong
dap wng mo6 hinh chinh quyén dja phwong 2 cap dam bao an
toan, an ninh thong tin tai tinh Lai Chau

CHU TICH UY BAN NHAN DAN TINH LAI CHAU

Can cir Ludt Té chirc chinh quyén dia phwong ngay 16/6/2025;

Can cur Ludt Giao dich dién tir ngay 22/6/2023;

Can cir Ludt Vién théng ngay 24/11/2023;

Can cwr Ludt Dir liéu ngay 30/11/2024;

Can cir Ludt An ninh mang ngay 10/12/2025;

Can cir Ludt Chuyén doi sé ngay 11/12/2025;

Can cir Nghi dinh s6 147/2024/NP-CP ngay 09/11/2024 ciia Chinh phi

Qudn 1y, cung cdp, sir dung dich vu internet va thong tin trén mang,

Can cit Nghi dinh s6 194/2025/ND-CP ngay 03/7/2025 ciia Chinh phi
Quy dinh chi tiet mot s6 dieu cia Ludt Giao dich dién tir vé co sé dir lidu qucfc
gia, két néi va chia sé dir liéu, dir liéu mo phuc vu giao dich dién tir ciia co quan
nha nwoc;

Theo dé nghi ciia Gidm déc Sé Khoa hoc va Cong nghé tai To' trinh sé
2358/TTr-SKHCN ngay 10/6/2026.

QUYET PINH:

Piéu 1. Ban hanh kém theo Quyét dinh ndy Quy dinh ha tang mang noi
bd (LAN) tai cac xa, phuong dap tng mo hinh chinh quyén dia phuong 2 cap
dam bao an toan, an ninh thong tin tai tinh Lai Chau (cO6 Quy dinh kem theo).
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Piéu 2. Quyét dinh nay c6 hiéu luc thi hanh ké tir ngay ky ban hanh.

Piéu 3. Chanh Vin phong Uy ban nhan dan tinh; Giam déc So Khoa hoc
va Cong nghé; Thu trudng cac so, ban, nganh tinh; Cha tich Uy ban nhan dan
cac xa, phuong va cac don vi c6 lién quan chiu trach nhiém thi hanh Quyét dinh

nay./.

Noi nhgn: KT. CHU TICH
- Nhu Diéu 3; A *

- B6 Khoa hoc va Cong nghg; PHO CHU TICH
- Thuong tryc Tinh uy; } (béo céo)
- Thuong truc HDND tinh;

- Chu tich, cac PCT UBND tinh;

- VP UBND tinh: V, CB;

- Luu: VT, VX3.

Toéng Thanh Hai



UY BAN NHAN DAN  CONG HOA XA HQI CHU NGHIA VIET NAM
TINH LAI CHAU Poc lap - T do - Hanh phiic

QUY DINH
Ha ting mang ndi bd (LAN) tai cac xa, phwong dap vimg mé hinh chinh quyén
dia phwong 2 cip dam b:o an toan, an ninh théng tin tai tinh Lai Chau
(Kém theo Quyét dinh s6:  /OP-UBND ngay  /6/2026 ciia
Chu tich UBND tinh Lai Chdu)

1. Quy dinh chung

Quy dinh nay quy dinh giai phap tong thé dé thiét ké va trién khai ha tang
mang LAN cho cac x3, phuong tai tinh Lai Chau, dép Gmg yéu cau chinh quyén
sb va chuyén ddi sb. Noi dung bao gém: Muc tiéu (thiét 1ap mang 6n dinh, bao
mat, hd tro tng dung chinh quyén s6), Pham vi ap dung (4p dung cho tit ca co
quan UBND cap x3 trong tinh), Co so phap 1y (cac van ban ludt, nghi quyét va
thong tu lién quan) va Kién tric mang tham khéao (so do logical va physical).
Huéng dan vé yéu cau phan cting/phan mém tdi thiéu, danh muc thiét bi dé
xuat (model, sd luong, chirc ning), cdu hinh co ban (switch, router, firewall,
Wi-Fi, VLAN, dia chi IP, DHCP, DNS), chinh sach bao mat (quyén truy cap,
phan quyén ngudi dung, backup, cip nhat, logging), van hanh va bao tri (giam
sat, SLA nd1 bo, checklist dinh ky).

2. Pham vi ap dung

Quy dinh nay ap dung cho viéc trién khai ha ting mang ndi bo (LAN)
tai cc co quan hanh chinh x3, phudng truc thudc tinh Lai Chau (khuyén khich
cdc co quan, don Vi, t6 chire khdc trén dia ban tinh tham khéo va dp dung).

Pham Vi dé cép bao gom ca hé thong mang c6 day 1dn khong day trong tru
sO iy ban xd/phuong, dam bao két ndi dén co so dir lidu dung chung cua tinh va
Internet, phuc vu day du cic nén tang chinh quyén sd. Cac ndi dung trong quy
dinh (kién trac mang, thiét bi, cdu hinh, bao mat, van hanh) I3 tiéu chuan tham
khao chung; dia phuong c6 thé diéu chinh chi tiét cho phu hop véi quy mo va
diéu kién thuc té.

3. Tiéu chi, giai phap, yéu cau co ban

o ] Giai pha hoach o i
Tiéu chi 141 phap quy o Yéu cau co ban
mang LAN mai

Kién tric mang Xay dyng kién trac mang thong| Chuyén tir “manh muan”
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nhat toan tinh, chuan hoa tir
thiét bi dén ciu hinh

sang dong bo tinh-X4,
phuong, tao nén tang quan
tri tap trung

T6 chirc mang

Thiét ké phan ving VLAN
theo chirc nang (nghiép vu,
Internet, khach, 10T, camera...)

Dot pha vé an toan thong
tin theo chiéu siu, han ché
lay lan su ¢

Két noi1 xa — tinh

Két ndi truc tiép, an toan
vai truc lién thong, Trung tam
dir liéu, SOC tinh

Nang xa thanh niit mang
chién lugc trong kién trac
chinh quyén sb 2 cap

Bing thong, chat
luong dich vu

Ap dung QoS, uu tién dich vu
cong, CSDL quéc gia, hop truc
tuyén

Tir “két ndi duoc” sang két
ndi chat luong cao, thoi
gian thuc

An toan, an ninh
mang

Tich hgp SOC, gidm sat, canh
béo, phan tng su ¢ tap trung

Chuyén sang phong thu
chua dong, bao v¢ dir li¢u
cong dan

Quan tri, van hanh

Quan ly, giam sat tap trung tir
cflp tinh, chuan ciu hinh, chuan
quy trinh

Giam chi phi, ting tinh sin
sang, van hanh thong minh

Kha ndng m¢é rong

Thiét ké sin cho chinh quyén
s0, dir liéu 16m, AL IoT,
camera, dich vu cong toan
trinh

Ha tang “di trudc mot
budc”, san sang cho
chuyén doéi s6 sau

Chuan héa k¥
thuat

B&m Kkién triic chinh quyén so,
tiéu chuin an toan thong tin

Gan quy hoach LAN
v6i chién lwge qudc gia,
bao dam tinh bén viing

4. Cac thiét bi co ban ciia mang LAN tai cac x4, phuong

(1) Bé dinh tuyén (Router) dung két ndi mang LAN voi mang Internet,
mang truyén sd liu chuyén ding cic co quan Pang, Nha nudc. Thiét bi dinh
tuyén 2 16p (router tich hop firewall) ¢ kha ning xtr Iy NAT 1én (> 500 két ndi
dong thoi), thong lugng WAN-to-LAN trén 10 Gbps.

(2) Thiét bi twong hira (Firewall) dung dé chan, loc cac két ndi doc hai tir
bén ngoai vao hé thong mang LAN va kiém soat quyén truy cap vao cac ving
mang trong hé théng mang LAN, duoc bd tri sau Router va trudc ludng truy cap
tr bén trong mang LAN ra mang ngoai.

(3) Thiét bi chuyén mach (Switch) dung dé két nbi cac thiét bi mang
(Router, Firewall, may in mang, bd phat dap Wifi,...), thiét bi dau cudi cua
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nguoi ding trong mang LAN (mdy tinh dé ban, may tinh xach tay) va cac thiét
bi két ndi mang day khac. Switch quan 1y 24 cong Gigabit (100/1000 Mbps) vai
>4 ¢ong uplink 10G SFP+. Hiéu nang chuyén mach >100 Gbps, toc d6 chuyén
tiép >80 Mpps. Hd trg VLAN, ACL, SNMP. Yéu cau tinh ning bao mat nhur
DHCP Snooping, Dynamic ARP Inspection, Port Security, Storm Control.

(4) Mdy chu (Server): duoc st dung trong truong hop don vi ¢6 diéu kién
trang bi phuc vu luu trir tap trung tai li€u, van ban chia sé¢ dung chung cho nguoi
dung (can bo, cong chirc, vién chire ctua don vi) hodc/va cai dit phan mém giam
sat, bao v€ an toan thong tin mang (Sensor) theo chuong trinh/dy an do tinh trién
khai. Cai dat may chu nho (néu cﬁn) cho DHCP/DNS noi bd hodc luu trir tap tin
dung chung; phan mém quan 1y mang (SNMP, syslog); phan mém chéng virus
cho may tram. Hé diéu hanh thong dung (Windows 10/11, Linux) va phan mém
van phong/tmg dung nghi¢p vu hién hanh.

(5) Bé phat dap Wifi (Access Point): dugc st dung dé cung cap két ndi
mang khong day cho cac thiét bi di dong (dién thoai thong minh, may tinh bang,
may tinh x4ch tay,...) cua nguoi dung trong don vi (can bd, cong chuc, vién
chtrc) va ngudi dan dén giao dich tai tru s& xa/phudng. {t nhat 1-2 diém truy cap
(access point) Wi-Fi chuan 802.11ac/ax, phil song toan bd try s¢; hd trg t6i wu
bang tang 2.4/5 GHz, bao mat WPA2/WPA3. Co thé dung thiét bi tich hop PoE
dé cép dién.

(6) BJ ddu néi trung gian (Pathpanel): két ndi tip trung diy mang tai
phong mang véi cac thiét bi Switch dé thuan tién trong cong tac quéan 1y, bao tri
hé théng mang.

(7) Tu dat thiét bj mang (t Rack): ding dé lap dit cac thiét bi nhu Router,
Firewall, Switch, can bé‘mg tai duong truyén, Server, Pathpanel,... Tu rack 19”,
UPS cho thiét bj mang (du phong dién), cap mang Cat6/Cat6a dam bao téc do
Gigabit, patch panel, va cac thiét bi phu trg khac (dién, tiép dia, khoa bao vé). Tat
ca thiét bi quan trong nén c6 thém ngudn phu (redundant PSU) dé tang d6 6n dinh.

(8) Thiét bi cdn bang tai dwong truyén (khuyén nghi): dugc sir dung trong
truong hop don vi ¢6 trén 100 ngudi dung két ndi va sir dung 02 dudng truyén
Internet ctia 02 nha cung cap dich vu (“nha mang”) khac nhau dé bao dam tinh
san sang cao trong két ndi Internet.

(9) Thiét bi luu va 6n dinh ngudn dién (UPS): khuyén nghi nén c6 dé bao
dam cap ngudn 6n dinh, duy tri van hanh lién tuc trong truong hop dién ludi bi cit
dot ngot. Thoi gian duy tri ti thiéu trong trudng hop nay 1a 05 phut, bao dam thoi
gian dé quan tri vién hé thong thyc hién tit thiét bi dung quy trinh an toan.



5. Cac phan vung mang

Heé théng mang LAN tai UBND cip x4 can c6 tdi thiéu céc viing mang sau:
Vung mang bién, Vung mang may chu ndi by, Vung mang ndi by cho nguoi dung
cudi, Ving quan tri, Ving mang khong day. Ngoai cac phan ving mang néu trén,
x3/phudng co thé thiét 1ap thém cac phan viing mang theo nhu cau.

5.1. Puwong truyén két néi

- Puong truyén két néi Mang truyén sé lidu chuyén dung (TSLCD): dé
ngudi dung truy cdp vao cac hé théng cia tinh, Trung wong bao dam an toan va
bao mat thong tin, dac bi¢t 1a st dung cho cac co quan Pang, Nha nudc thuc
hién cac cudc hop truc tuyén trén moi trrong mang.

- Puong truyén két ndi dich vu Internet: cung cdp dich vu Internet ding
chung cua nguoi dung tai try s6 UBND xa/phuong.

- Puodng truyén Internet bang cap quang hoic két ndi bing rong ISP c6
bang thong t6i thiéu 50—100 Mbps. Noi dén mang truyén s6 liéu chuyén ding
(TSLCD) bang dudng MetroNet (t6i thiéu 20 Mbps). Pudng truyén du phong
(WAN) duoc khuyén khich dé nang cao d6 san sang.

- Lap ké hoach dia chi IP (IP Plan): Gan tinh cho thiét bi quan trong (may
chu, may in, camera...), dai DHCP cho may tram. Dia chi IP cua router trén
TSLCD dung theo qui hoach cia Cuc Buu dién Trung uong.

5.2. Phong hop trwc tuyén

Mdi xa/phuong bd tri tdi thiéu 01 phong hop truc tuyén tai UBND
x&/phuong. Két ndi cac diém cau ndy voi diém cau chinh tai tinh thong qua
Mang truyén sd liéu chuyén dung (TSLCD).

5.3. Phong dit thiét bj tap trung (Phong mdy chii)

DPdi véi céc thiét bi mang (Router, Firewall, Switch, may chu, can bﬁng tai
duong truyén,...) can duoc dit tip trung tai 01 phong riéng, c6 diéu hoa khong
khi dé duy tri nhiét 6, do Am theo tiéu chuin nham duy tri sy van hanh hé thong
duoc 6n dinh, st dung lau dai va bao ddm an toan, an ninh h¢ théng.

6. Bao mat

Phdn quyén truy cdp: Ap dung quan Iy nguoi dung tap trung. Tai khoan
quan tri thiét bi mang (router, switch) can phan quyén rd rang: nhiéu tai khoan
quan tri v6i quyén han khac nhau, thay vi chung mat khau “admin” duy nht.
Can bo IT nén duoc cip quyén cao nhat, cac ky thuat vién khac dugc cip quyén
vira phai. Cac thiét bi mang bat budc xac thuc ngudi dung khi cdu hinh tir xa
(SSH, HTTPS).
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Kiém sodt truy cdp vt Iy va mang: Rack thiét bi khoa an toan; cong quan
tri (Console, SSH) chi mé cho thiét bi ndi bo. Thiét 1ap firewall dé han ché truy
cap quan trj (chi cho phép qua mang truyén sé liéu chuyén dung hoic VPN an
toan). Bat tinh ning giéi han ding nhép sai (lockout) dé chdng do mat khau.

Sao lwu va khéi phuc: Luu trit cau hinh thiét bi dinh ky (trén may chi
backup), duy tri ngudn dién du phong (UPS) cho céac thiét bi chinh. Thuc
hién sao luu di liéu quan trong (h so...) theo chinh sach luu trit cta tinh.

Cdp nhdt, va 16i: Thiét 1ap quy trinh kiém tra va cap nhat firmware cho
router/switch/AP dinh ky (it nhat 6 thang mot 1an). Cap nhat ban va hé diéu hanh
va phan mém diét virus cho mdy tram thudng xuyén.

Gidm sat va ghi nhat ky (Logging): Tt ca su kién truy cip, canh bao an
ninh phai dugc ghi log. Thiét 1ap hé théng giam sat mang (SNMP, SIEM) dé
phat hién som sy ¢ (mét két ndi, tin cong mang).

Ngan chén s c6 an ninh: Ap dung phan viing (zone) va VLAN dé ngan chia
rti ro. Pam bao tudn tht Luat An ninh mang (quy dinh cAm két ndi trai phép).

7. Van hanh va bao tri

Gidm sat hé théng: St dung cong cu giam sat mang (Zabbix, Nagios,
PRTG...) dé theo d&i trang théi thiét bj (CPU, RAM, két nbi), thong lugng bang
thong va canh bao su cd. Dinh ky kiém tra log dé phat hién bat thuong. Thiét 1ap
bao c4o (bao cio 15i, bao cdo luu lugng) theo thang/quy.

SLA néi bé: Su ¢b mang cip xa duoc tiép nhan, ghi nhan va bao cdo trong
thoi gian khong qua 4 gio lam viée sau khi phat hién; thoi gian xtr 1y, khic phuc
thuc hién theo murc do su ¢, kha nang hod tro k¥ thuat va théa thuan dich vu voi
don vi cung cép.

Bdo dwéng dinh ky: Lap checklist bao tri (vé sinh thiét bi, kiém tra két ndi
cap, danh gia pin UPS) dinh ky 6 thang/lan.

Biéu mdu vin hanh: Xay dung biéu mau bao cdo su cb mang (mo ta hién
tuong, thoi gian, anh chyup man hinh, hanh dong khic phuc), biéu mau yéu cau
thay d6i hé thong (mua sim, nang cap, cau hinh mai). Cac form nay ban hanh
ndi bo, va luu trir day du dé phuc vu kiém tra, ddi chiéu.

8. M6 hinh mirc co ban két noi hé thong mang LAN tai cic xi,
phuwong



MO HINH TONG THE KET NOI LOGIC HE THONG MANG LAN TAI CAC XA, PHUONG THUQC TiNH LAI CHAU
(Mirc co bin)

Mang TSLCD
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(Router) [Router}
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Chu giai:

- Viing mang bién: Bao gdm cac CPE do don vi cung cap dich vu Internet,
mang TSLCD cung cap, cac thiét bi nay két ndi véi thiét bi tudng ltra cta hé
théng mang LAN x&/phudng.

- Thiét bi twong liva: Dé bao vé&, chan loc két ndi doc hai tir mang ngoai
vao mang trong, dong thoi quan 1y, kiém soat quyén truy cap vao cac phan ving
mang bén trong hé thong mang LAN xa/phudng.

- Core Switch: Thiét bi chuyén mach 13i 1a thiét bi cung cip cac cong két
ndi téc do cao (tbi thiéu 1 Gbps), 1a thiét bi chuyén mach 16p 3 (trudong hop thiét
bi tuong lira khong hd trg day du cac giao thic dinh tuyén), dé tao va quan ly
dinh tuyén gdi tin gitta cac VLAN. Tudng lira, cac may chu (néu c6), cac thiét bi
chuyén mach truy nhap két ndi truc tiép v6i thiét bi nay.

- Access Switch: La cac thiét bi chuyén mach truy nhap dé cung cap cong
két néi truc tiép toi may tinh ciia nguoi dung trong mang LAN, bo phat dap Wifi
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— Access point, may in mang, may tinh quan tri vién, may tinh diéu khién diém
cAu tai phong hop truc tuyén,. .. Tuy theo nhém thiét bi, quan tri vién thuc hién
cdu hinh phan chia thanh cac ving (VLAN) dé han ché xam nhap trai phép,
nang cao hiéu hi¢u nang khai thac, st dung hé théng mang.

-Viing qudn tri: Puoc thiét 1ap riéng va chi danh cho quan tri vién hé
théng két ndi cdu hinh toan hé thdng mang. Vung nay duoc thiét lap, quan 1y
trong VLAN 1.

- Viing mang mdy chii ngi bj: Ving nay duoc chia thanh 02 VLAN dé
quan 1y, nang cao an toan thong tin, trong d6: cac may cha dung cho luu trit (néu
c6) dugc quan ly, thiét 1ap trong VLAN 2, cac may chu dung cho giam sat an
toan thong tin (néu co) duoc thiét 1ap, quan 1y trong VLAN 3. Cac may chi néu
chua dugc dau tu thi van phai duoc c4u hinh, thiét lap san dé bao dam san sang
khi c6 diéu kién dau tu thi c6 thé lip dat va st dung dugc ngay.

- Viing danh cho cdc Phong hop trwc tuyén: \ung nay duogc thiét lap,
quan 1y trong VLAN 4, chi dung cho céc thiét bi két ndi mang tai mdi phong
hop truc tuyén cia x4, ving nay dugc dinh tuyén két ndi véi may chi (MCU)
ctia hé théng hoi nghi truyén hinh truc tuyén théng qua Mang TSLCD.

- Vang mang ngi bg: 1a ving danh riéng cho ngudi dung 1a can bg, cong
chtic, vién chirc ctia xd/phudng két ndi may tram ctia minh vao hé thong mang
dé tac nghiép chuyén mén. Ving ndy duoc thiét 1ap, quan 1y trong VLAN 5.
Truong hop trong cing try sé c¢6 ca Pang iy, HDND, UBND thi c6 thé tach
logic cac may tinh cua cong churc cac co quan thudc Pang uy, MTTQ, HDND,
UBND thanh cac vung mang nhé khic nhau va dat vao cac VLAN khac nhau,
c6 thé danh s6 VLAN theo khuyén nghi géom: VLANI10, VLANII,
VLANI12,....co ché dinh tuyén do xa/phuong lya chon va quyét dinh dé don vi
tw van ky thuat hodc quan tri vién cia don vi cAu hinh, thiét 1ap.

- Viing mang khéng ddy (wifi): DUng cho céc thiét bi di dong (hoic may
tinh c6 b diéu hop két ndi wifi) két ndi khéng diy vao mang LAN, ving nay
tiép tuc duoc chia thanh 02 vung nhé dat 6 02 VLAN khac nhau, cu thé:

+ Wifi-CBCCVC: Cung cip két ndi cho cac thiét bi di dong cta ngudi ding
ndi b 1a can bd, cong chirc, vién chuc cua xa/phuong. Vung nay duoc thiét lap,
quan ly trong VLAN 6.

+ Wifi-Khach: Cung céap két ndi cho céc thiét bi di dong clia nguoi ding 1a
khach truy cap (ngudi dan, khach dén giao dich voi xd) va c6 nhu cau st dung
dich vu Internet. Ving nay dugc thiét 1ap, quan 1y trong VLAN 7, ving nay
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khong duogc phép truy cap vao cac vung: may chu, vung mang ndi by, vung quan
tri.

- H¢ théng camera gidm sdt, an ninh: Pugc thiét lap trong ving mang
riéng (VLAN 8) nhiam bao dam tach riéng dé quan ly, tranh xung dot véi cac
thiét bi khac, nhét 1a viing mang danh cho may tinh ngudi ding 1a CBCCVC cua
xa/phuong.

- Viing mang mdt: La ving danh riéng cho két ndi cac may tinh duoc phép
truy cip mang mat theo huéng din cua Van phong Tinh uy, trong so dd nay néu
dugc phép sir dung chung ha ting mang LAN xa/phudng dé ting s6 luong may
tinh két ndi vao mang mat thi bat budc phai thiét 1ap 01 VLAN riéng (VLANO)
cho nhom may tinh két ndi vao mang ndy, may tinh két ndi mang mat phai duoc
dinh tuyén qua thiét bi BML do BCYCP cép va tiép tuc dinh tuyén qua tuong
lira di ra thiét bi Router Mang TSLCD, tit ca cac thiét bi & cac VLAN khac
khéng duoc phép dinh tuyén vao VLAN 9 cta nhom may tinh két ndi mang mat
nay. Truong hop cac may tinh két ndi mang mat khong duoc phép st dung
chung ha tang mang LAN xa/phuong thi thiét 1ap theo mé hinh riéng.

9. Mé hinh mirc ning cao két ndi hé thong mang LAN tai cic xa,
phuwong
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Thigt k] ma hoa BML

Nh&m méy tinh k&t nGi mang mat

Vung mang mat

e R _— °° Bl
L LA
o / Phang hop trirc tuy&n
vian 7 vian 5/ VIAN S
CBCCVC ding mgng diy
SESEsss 82888

Ving mang mang khong day (Wifi}

Viing mang ngl b

Chu giai:

- Viing mang bién: Bao gdbm cac CPE do don vi cung cap dich vu Internet,
mang TSLCD cung cip, cac thiét bi nay két ndi véi thiét bi can bang tai duong
truyén, thiét bi can bang tai dudng truyén dugc két ndi truc tiép véi tuong lia

cta hé thong mang LAN x3/phudng.

- Thiét bj tuong ltra dugc chay cip (hai thiét bi giéng nhau) dé nang cao tinh

san sang cho hé théng. Vai trd va ¥ nghia trong tu nhu mé hinh muc co ban.

- Core Switch: Thiét bi chuyén mach 16i duoc chay ciip (hai thiét bi giéng
nhau) dé nang cao tinh sin sang cho hé thong. Vai trd va ¥ nghia tuong tu nhu
mo hinh mirc co ban.

- Access Switch: Vai tro, y nghia twong ty mé hinh murc co ban.
- Vung quan tri: Vai tro, y nghia tuong tu mé hinh muc co ban.

- Vung mang mdy chu noi bo: Vai tro, y nghia tuong ty mé hinh mure co ban.

- Vung mang ngi bg: Vai tro, y nghia tuong ty mé hinh mirc co ban.
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- Vung mang khong day (wifi): Vai tro, y nghia tuong tu mé hinh murc co ban.

- H¢ théng camera gidm sdt, an ninh: Vai trd, ¥ nghia twong tw moé hinh
muc co ban.

- Ving mang mat. Vai trd, ¥y nghia tuong ty mdé hinh mirc co ban.



13

10. M hinh nguyén ly két noi vat Iy mang LAN tai xd, phwong & mirc co ban

MO HINH NGUYEN LY KET NOI VAT LY MANG LAN TAI CAC XA, PHUONG THUQC TiNH LAI CHAU
(Mirc co bén)

Knéi M- Khéi ) Khéi miy chi dich va, gidm sit ATTT
két néi mang bién Twomg hra Chuyén mach I6i
Router _
Core Switch
(nternet) Firewall
N y  /
TS ==

(TSLCD)

f#’; f&'; M
AR @
KA
KA

Khéi Access|Switch toa nha 1 Khéi Access Switch toa nha thir n

| 1. Wifi (Access Point)

: 2. May fram ngu&ni dang

| 3. Camera giam sat, an ninh
14

[

|5

)

[

Chu thich:
:O: Két ndi cap quang, c6 dur phong

p
: 1. Wifi (Access Point)

: 2. May fram ngurdri dang

| 3. Camera giam sat, an ninh
14 . Thiét bi hop tnrc

: 5 . Nhém may tinh k&t néi mang
| mét (Theo HD ciia VP Tinh dy)
[

L

- Thiét bi hop trurc tuyén
. Nhém may tinh két néi mang
mat (Theo HD cia VP Tinh dy)

Kétnéi 1 Gbps +
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Chu giai:

-Khbi két ndi mang bién: Bao gdm cac thiét bi Router két néi mang
Internet va Mang TSLCD vé&i mit ngoai két ndi cap quang vé ha ting mang cia
nha cung cap dich vu, mit trong (LAN) s& két ndi véi giao tiép WAN trén thiét
bi tudng lira, trudng hop két ndi qua thiét bi Switch trung gian thi hé thong phai
duoc thiét ké dugc cap co tham quyén phé duyét.

- Khéi tudong loa: Bao gdm thiét bi tuong lira véi tdi thiéu 03 giao dién,
giao dién WAN két ndi voi cac Router & ving mang bién, giao dién LAN va
giao dién DMZ két ndi vé thiét bi Core Switch vao cac VLAN tuong Gng da
duoc thiét 1ap.

- Khéi chuyén mach 18i: Core Switch cung cép céac giao dién két ndi toc do
cao, kha nang chuyén mach dinh tuyén, noi diéu tiét luu luong cuia toan hé théng
mang LAN. Access Switch ddt & cac toa nha khac nhau trong tru s& (truong hop
tru s& ¢ nhiéu toa nha) déu duoc két ndi tap trung vé Core Switch. Giira 2 toa
nha néu cach nhau trén 100m thi str dung cap quang dé két ndi tir Core Switch
té1 cac Access Switch.

- Khbi Access Switch cac toa nha: Acess Switch c6 dudng uplink duoc két
nbi vé Core Switch st dung phuong thirc Trunking dé cho phép nhiéu VLAN di
qua giao dién nay, két ndi gitta Access Switch va Core Switch c6 thé sir dung
cap dong hodc cap quang tuy theo diéu kién trang bi, tuy nhién phai bao dam
bing thong t6i thiéu dat 1Gbps trd 18n, khuyén nghi dat 10Gbps.

- Cac thiét bi dau cubi két nbi vé Access Switch nhu: May tram ngudi
dung, Access Point, camera giam sat, an ninh, may tinh diéu khién tai cic phong
hop truc tuyén, cac may tinh sir dung mang mat (truong hop duoc phép st dung
chung ha tang mang LAN xa/phudng). Két ndi nay co ban dung cap UTP CATS3,
CAT6 hoidc cao hon tiy vao su phat trién/phd bién va sy sin co, gia thanh hop
1y trén thi truong tai thoi diém lya chon thi cong x4y dung hé thong.
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11. Mé hinh nguyén ly két noi vat Iy mang LAN cip xi mirc ning cao

MO HINH NGUYEN LY KET NOI VAT LY MANG LAN TAI CAC XA, PHUONG THUQC TiNH LAI CHAU

4

Firewall 02

Chai thich:
:O: K&t ndi cap quang

= K&tndi 1 Gbps +
. 0= Két néi chay cap
- e == Héng két néi du phong

(Mirc ning cao)

Khéi
Chuyén mach 16i

Core Switch 02

| 1. Wifi (Access Point) |
: 2. May fram nguw&i ding :
| 3. Camera giam sat, an ninh |
| 4. Thiét bi hop tnrc tuyén 1
| 5. Nhm may tinh két néi mang |
| mat (Theo HD clGa VP Tinh dy)
I I

Khéi may chii dich vu, gidgm sit ATTT
Server 01 Server 02
—— - — = ] = ——— —— - ———————— -
N |
1 1
== ==
S - R b
- - - -
- =S [ - -
-7 || ||
== ==
- -« -~ -

1. Wifi (Acoess Point)

2. May fram ngurdri dang

3. Camera giam sat, an ninh

4. Thiét bi hop tnre

5. Nhém may tinh két ndi mang
mat (Theo HD cGa VP Tinh ty)




Chu giai:

-Khéi két ndéi mang bién: Bao gdm cac thiét bi Router két ndi mang
Internet va Mang TSLCD vé&i mit ngoai két ndi cap quang vé ha ting mang cia
nha cung cap dich vy, mit trong (LAN) s& két ndi véi thiét bi can bang tai dudng
truyén nham nang cao tinh sin sang cta hé thong, mit trong (LAN) cua thiét b
can bang tai dudng truyén s& két nbi v6i giao tiép WAN trén thiét bj tuong lira,
truong hop két ndi qua thiét bi Switch trung gian thi hé thdng phai dugc thiét ké
duogc cip co thim quyén phé duyét.

- Khéi tuong lira: Bao gdm 02 thiét bi tuong lira chay cip (trudng hop cac
thiét bi tuong ltra giéng nhau vé moi théng s6, ma hiéu san pham) hodc thiét lap
01 thiét bi chay chinh va 01 thiét bi chay du phong (Active/Stand by). Giao di¢n
WAN ctia céc thiét bi tuong lira két ndi voi thiét bi can bang tai dudng truyén 6
ving mang bién, giao dién LAN va giao dién DMZ két ndi vé thiét bi Core
Switch vao cac VLAN tuong tmg da duoc thiét lap.

- Khéi chuyén mach 15i: Core Switch sir dung 02 thiét bi chay cdp (truong
hop cac Core Switch gidng nhau vé moi thong s6, ma hiéu san pham) hodc thiét
1ap 01 thiét bi chay chinh va 01 thiét bi chay ¢ ché d6 du phong (Active/Stand
by). Cac két néi twong tu mo ta tai mod hinh muc co ban.

- Khéi Access Switch cac tdoa nha: Co két ndi téi ca 02 Core Switch dé bao
dam tinh dy phong, cac két ndi khac twong ty mo ta tai mé hinh mirc co ban.

- Cac thiét bi dau cudi két ndi vé Access Switch nhu: tuong ty mé ta tai md
hinh muc co ban.

12. Mé hinh két ndi dé sir dung chung cic phong hop truc tuyén tai
xa/phuong

s Bl KHO KET Nd 120 DUMG CAC FHOMG HOP TR G TUY BN TAT ZE/PHW S

Mang LAN cac oo quan
S

8 Es & =
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Chi gigi: Mdi x4/phudng co ban b tri toi thiéu 01 phong hop truc tuyén
tai UBND x&/phudng, mdi phong co tdi thiéu 02 cong két ndi mang LAN gdm:
01 cong két ndi mang LAN cia khéi Pang (néu o) va 01 cong két ndi mang
LAN cuia khéi Chinh quyén. Mang danh cho thiét bi két ndi mang tai cac phong
hop truc tuyén dit trong VLAN 4.
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